KomnbroTepHbie BUPYCHI

KomnbroTepHbIit BUPYC — 3TO pa3HOBUAHOCTH KOMITBIOTEPHBIX IPOTPaMM, OTIMUUTEIHHON
0COOEHHOCTBIO KOTOPOM SIBISIETCS CLIOCOOHOCTh K pa3MHOXKEHUIO (KOMMpOBaHUio). B
JOTIOJIHEHUE K 3TOMY, BUPYCHI MOT'YT TIOBPEIUTH WJIH MOJTHOCTHIO YHUYTOXKUTH BCe (Pailsibl U
JaHHbBIE, IOAKOHTPOJIbHBIC MOIB30BATENI0, OT IMEHU KOTOPOTO OblIa 3amyIeHa 3apakEHHAs
nporpamma, a Takyke OBPEAUTDh WIH JJa)Ke YHUUTOXKUTH OTEPAIIIOHHYIO CUCTEMY CO BCEMU
daitnamu B 11eioM. B 60BIIMHCTBE clTydaeB paclpOCTPAHSIOTCS BUPYCHI Yepe3 NHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrPaMM:

1.

o

Hcnonb3yit COBpEMEHHBIE ONEepaIlMOHHBIC CHCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUATHI OT BPEJIOHOCHBIX MTPOTPAMM;

[TocTosiHHO ycTaHaBnuBai naTar(u(poBbIe 3aIJIaTKH, KOTOPhIE aBTOMATHYCCKH
YCTaHABJIMBAIOTCS C LETBI0 JOPAOOTKH MPOTPaMMbI) U IPyTrue OOHOBIICHUS CBOCH
orepannoHHOM cructeMbl. CKauMBail MX TOJBKO ¢ 0pUIIMAILHOTO caiiTa pa3padoTunka OC.
Ecnu cymiecTByeT pexxumM aBTOMaTHIECKOTO OOHOBJICHUS, BKITIOUH €T0;

PaboTaii Ha cBOeM KOMITBIOTEPE IO/ TIPaBaMU TOJIb30BATENIsA, a HE aJJMUHUCTpATOpa. DTO HE
TIO3BOJIUT OOJIBITMHCTBY BPEAOHOCHBIX ITPOTrpaMM WHCTAJUTUPOBATHCS HAa TBOEM
NEPCOHATLHOM KOMITBIOTEPE;

Hcronb3yit aHTHBUPYCHBIC MPOTPAMMHBIE TTPOTYKThI H3BECTHBIX MTPOU3BOIUTEIICH, C
aBTOMaTHYCCKUM OOHOBJICHHEM 0a3;

OrpaHnyb GU3NYECKUHN JOCTYI K KOMITBIOTEPY JUIS ITOCTOPOHHUX JIUIL;

Hcronp3yi BHEITHKE HOCUTEIN MHPOPMAITNH, TAKUE KaK (uIeIKa, TUCK HiIn (ai u3
WuTepHeTa, TOJBKO M3 TPOBEPEHHBIX HCTOYHUKOB;

He oTkpbIBail KOMIBbIOTEPHBIC (DaMIIbI, MOTYYCHHBIC U3 HEHAAEKHBIX HCTOYHUKOB. Jlaxke Te
(aiiipl, KOTOpBIC MPUCIAT TBOW 3HAKOMBIN. JIydIlie YTOUHH y HETO, OTIIPABIIS JIM OH TeOe
ux

Cern WI-FI

C nomompio WI-Fi MOXHO MOTy4uTh O€CIIaTHBIN HHTEPHET-OCTYII B O0IIECTBEHHBIX MECTaX:
kade, OTeNsIX, TOPTOBBIX IIEHTPaX M a3pornopTax. Tak ke SBISCTCS OTINYHON BO3MOKHOCTHIO
BbIx0os1a B MIHTepHET. HO MHOTHE 3KCTIepThI cunTaroT, 4To odmeaoctynasle WiFi cetn He
SIBJISIIOTCS. 0€30MIaCHBIMU.

CogeTbl 10 6€30MACHOCTH PadOTHI B 001IeT0CTYNMHBIX ceTax Wi-fi

1.

He niepenasaii cBoro muunyto nHpopmaruio yepes odmeaoctynubie Wi-Fi cetun. Pabotas B
HUX, JKE€JIaTeJIbHO HE BBOAUTH MAPOJIU JIOCTYMA, JIOTUHBI U KaKUE-TO HOMEPA;

Hcnonb3yit 1 0OHOBIISAM aHTUBUPYCHBIE TIPOTPaMMbI U OpanaMay3p. Tem cambiM Thl
oOe3ormacuilb cedst 0T 3aKa4Ky BUPyca Ha TBOE YCTPOHCTBO;

[Tpu ucionszoBannu Wi-Fi otkmtoun dhynkmmio «OO0muit 1ocTyn K dhaiaaMm u IpUHTEpaM».
JlanHast GpyHKUHS 3aKpbITa 10 YMOJYAHUIO, OTHAKO HEKOTOPBIE MOJIb30BATEIN aKTUBUPYIOT
e€ g ynoOCcTBa UCTIONIb30BaHMs B paboTe i yuede;

He ucnonw3yit nyonuunsii WI-FI a5 nepenaun TMUHBIX JaHHBIX, HATPUMED, 71 BBIXO/Ia B
COIMAIbHBIE CETH WM B AJIEKTPOHHYIO MOYTY;

Ncnonw3yii Tonbko 3amuiieHHoe coenuenue yepe3 HTTPS, a e HTTP, 1.e. npu nHaGope
BeO-agpeca BBoIM UMEHHO «https://»;

B moOunbHoM Tenedone otkintoun pynknuto «llogkmouenue k Wi-Fi apromatuuecku». He
JOTMyCcKail aBTOMAaTHYECKOT0 MOJKIIOUeHUs1 yecTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero
corjlacus.

Couna.m;nme ceTn



ConpnanpHast CETh — 3TO CaWT, KOTOPBIM NPEAOCTABISIET BO3MOKHOCTD JIFOASIM OCYILIECTBIISATh
oOuieHue Mexay co0oi B mHTepHeTe. Yaiie Bcero B HUX AJI KaX10I0 YeJIOBEKa BbIJIEIAETCS
CBOSI JINYHAsI CTPAaHUYKA, HA KOTOPOW OH yKa3bIBaeT 0 ce0e pazauyHyto HHPOpMaLKIO, HAUnHas
OT UMEHH, (DAMUIINU U 3aKaHUYMBAs JIUYHBIMU (oTorpadgusiMu. MHOrMe nojab30BaTEN HE
MOHUMAIOT, YTO UH(OpMALHs, pa3MEIICHHAs! MU B COLIMAJIBHBIX CETAX, MOKET OBbITh Hal1eHa
Y UCIOJIb30BaHa K€M yroJHO, B TOM YHUCJIE HE 00A3aTENIbHO C OJIarUMU HaMEPEHUSIMU.

OcHOBHBIE COBETHI M0 0€30MACHOCTH B COIHAJIbHBIX CETHAX:

1. Orpanunub criucok aApy3eil. Y 1e0si B Ipy3bsiX HE JOJDKHO OBITh CIIyYalHBIX M HE3HAKOMBIX
JIOACH;

2. 3amuuiai CBOIO YacTHYIO *U3Hb. He ykasbiBalt mapoiu, TenedoHsl, aapeca, 1aTy TBOETO
POXKJICHUS U JIPYTYIO TUYHYIO HH(POpMaIHIo. 310YMBIIUICHHUKH MOTYT UCIIOIb30BaTh Jaxe
uH(OPMAIIMIO O TOM, KaK Thl U TBOU POJIUTEIIN IUIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuinaii CBO penyTaiuo — JEpKHU €€ B UUCTOTE U 3a/1aBail cebe BOMpoc: XOTel Obl ThI,
YTOOBI APYTHUE MOIH30BATENIN BUACIH, UTO ThI 3arpy»xkaeiib? [logymaii, npexae 4em 4To-To
omyOJUKOBaTh, HAMIUCATh U 3arPY3UTh;

4. Ecnu Tl TOBOPHIIIH C JIFOJIBMHU, KOTOPBIX HE 3HACIb, HE UCIIOJIB3YH CBOE peallbHOE UMSI U
JIPYTYI0 TUYHYIO WH(POpMAIIK: UM, MECTO JKHTEJIbCTBA, MECTO y4eObl U IIpoUee;

5. Us6eraii pazmemenus pororpaduii B UnTepHeTe, rae Thl n300pakeH Ha MECTHOCTH, T10
KOTOPOM MOYKHO OTPEICIUTh TBOE MECTOTOJIOKEHNUE;

6. Ilpu peructpaiuu B COUAIBHON CETH HEOOXOAUMO UCIIOIB30BAThH CIIOYKHBIE TTAPOJIH,
cocrosiue u3 OykB U Udp U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. Jlnst counanbHOM CeTH, MOYTHI U IPYTUX CAUTOB HEOOXOUMO HCIOIB30BATh PA3HbIE
napoiu. Torna eciau Te0s B3JIOMAIOT, TO 37I0YMBIIIJIEHHUKH MOJTY4YaT AOCTYII TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3sy.

DJIeKTPOHHBbIE IEHbI'N

DJNEeKTPOHHBIE AEHBI'M — 3TO OYEHb YAOOHBIN cOCcO0 MmiIaTexei, 0JJHAKO CYIEeCTBYIOT

MOIIICHHUKH, KOTOPBIE XOTST MOTYYUTh ITH JCHBIU.

DJNEeKTpOHHBIE JCHBIM MOSBUIUCH COBCEM HEJITABHO M MMEHHO M3-3a TOTO BO MHOTUX
roCy/apcTBax J0 CUX MOpP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun e oHr (QYHKITMOHUPYIOT U O HUX YK€ TIPOIKUCAHO B 3aKOHE, TJI€ X Pa3CsIIOT Ha
HECKOJIBKO BUJI0B — aHOHUMHBIEC U HE aHOHMMHBIE. Pa3HUIIa B TOM, YTO aHOHUMHBIE — 3TO T€,
B KOTOPBIX pa3pemniacTcsi IPOBOAUTH onepanuu 0e3 uaeHTu(GUKaIMI MoJb30BaTeNs, a B HE
AHOHMMHBIX UICHTU(DUKAIIUN TTOJIH30BATEINS SBISETCS 00s13aTEIHHOM’.

Taxxe ciemyeT pa3nuyaTh JIEKTPOHHBIE (PUATHBIC IEHBIH (PABHBI TOCYAaPCTBEHHBIM
BaJIIOTaM) U DJICKTPOHHBIC HEPUATHBIC IEHBI'H (HE PaBHBI TOCYIapPCTBEHHBIM BaTIOTaM).

OcHOBHBIE COBETHI 110 0e30MacHOM padoTe ¢ JJIEKTPOHHBIMHU IeHbIAMM

1. TlpuBsiku Kk cueTy MOOWIBHBIN TeneoH. ITO caMblil yI0OHBIN U OBICTPBIN CrIOCO0
BOCCTAHOBUTH AOCTYII K cueTy. [IpuBsizanHbIN TereoH NOMOKET, eciii 3a0y/Ielib CBOU
IJIATEKHBIM ApOJIb WM 3alJEIIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonp3yit ogqHopaszossie mapoiu. [locie mepexoaa Ha YCUIICHHYIO aBTOPHU3AIUIO Te0e yiKe
He OyZIeT yrpoaTh OMAaCHOCTh KPaXkul WM TMepexBaTa IiaTeKHOro napoJis;



4.

Br16epu cnoxHbli napois. [lpectynHukam OyAeT He MPOCTO yrajgaTh CIOKHBIN Mapoib.
Hapnexxnble mapoau — 3TO MapoJid, KOTOPBIE COAEPKAT HE MEHEE 8 3HAKOB U BKJIIOYAIOT B
ce0s CTPOYHbIE U IPONUCHBIE OYKBbI, HU(PPBI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK
noJuiapa, (pyHTa, BOCKIMLIATENbHBIN 3HaK U T.11. Hampumep, StROng!;;

He BBOAM CBOM NIMYHBIEC JaHHBIE HA CAWTaX, KOTOPBIM HE JOBEPSCIIb.

JJIEKTPOHHAS MOYTA

DNEeKTPOHHAs TOUTa — ATO TEXHOJIOTUS U MPEIOCTABIISIEMbIC €10 YCIYTH 0 EPECHUIKE U
MOJTYYEHHUIO JIEKTPOHHBIX COOOIIEHHH, KOTOPhIE pacpeAesIIOTCS B KOMITIBIOTEPHOM CETH.
OOBIYHO PIEKTPOHHBIN MOYTOBBIN SIIUK BBITJISIAUT CJICAYIOIIUM 00Pa30M:
UMsI_TIOJIb30BaTEsI(@UMSL_foMeHa. Takke KpoMe TMepeaadn MpoCcTOro TEKCTa, UMEeTCsI
BO3MOKHOCTb MepeiaBaTh (pailiibl.

OcHOBHBIE COBETHI M0 0e30macHOI padoTe ¢ JIEKTPOHHOM MOYTOM

1.

8.

Hano BbIOpath npaBuiibHBIN OYTOBBIN cepBuc. B MIHTepHeTe ecTh OrpoOMHBIN BEIOOD
OecCIUIaTHBIX MMOYTOBBIX CEPBHUCOB, OJHAKO JIyYIlIEe JOBEPSITh TEM, KOTO 3HACIIb U KTO
IIEPBbIA B PEUTHHTIE;

He yxa3bIBaii B TM4YHOM nouTe JUYHy0 nHpopmaruio. Hanpumep, iaydiie BIOpaTh
«MY3bIKJIbHBIN _(paHaT@» min «pok2013» BMecTo «remal3y;

Hcnonp3yii IBYyXATallHYIO aBTOPU3ALMI0. DTO KOTJa TOMUMO MapoJisi Hy’KHO BBOJUTH KO/I,
npuckUiaeMblid 1o SMS;

Br16epu cioxHbIN maposb. J{J1s Kaxa0ro mo4TOBOTO SIIIUKA JTOJDKEH OBITh CBOM HA/ICKHBIMN,
YCTOWYMBBIN K B3JIOMY apOJib;

Ecnu ectb BO3MOXKHOCTH HaIlMCaTh CaMOMY CBOM JIMYHBIM BOIIPOC, UCIIOIB3YH ITY
BO3MOHOCTb;

Hcnosnb3yli HECKOJIBKO MTOYTOBBIX SIIUKOB. [IepBbIi U1 4aCcTHOM NEPENUCKU C apecaTamu,
KOTOPBIM ThI JOBEPSIEUIb. DTO ANEKTPOHHBIN apec HE HAZ0 MCIOJIb30BaTh IIPU PETUCTPALIUN
Ha (hopymax M caiTax;

He oTkphiBaii ¢aiiasl u 1pyrue BIOKEHHS B MTMCbMaX JIa)Ke €CJIM OHU MPHUIIUTH OT TBOMX
npy3eit. JIydie yTouyHd y HUX, OTIIPABIISUIH JIM OHU TeOe 3TH (pailiibl;

[Tocne okoH4yaHus pabOTHI HA TIOYTOBOM CEPBHUCE MEPE]] 3aKPHITUEM BKIIAJIKA C CAUTOM HE
320y HAXKaTh Ha «BeriATH».

Kn6epOyJiMHT MM BUPTYaJIbHOE U3/1€BATEILCTBO

KubepOymmHr — mipecienoBanne cOOOMEHUIMH, COACPIKAITUMU OCKOPOJICHHSI, arpecCHlo,
3aImyTruBaHue; XyJIUTaHCTBO; COLMAIbHOE OOHKOTHPOBAHHUE C TIOMOIIIBIO PA3TMYHBIX HHTEPHET-
CEPBHCOB.

OcHoOBHbIE COBETHI 10 00pbLOe ¢ KNOEpPOYIJIMHIOM

1.

N
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He 6pocaiics B 60oii. JIyuammii crioco0: mOCOBETOBATHCS KaK ce0sl BECTH M, €CJIH HET TOTO, K
KOMY MOYHO 0OpaTUTHCSI, TO BHAYaJIe YCIIOKOUThCS. ECIM Thl HAUHEIIb OTBEYATh
OCKOpOJICHUSIMU Ha OCKOPOJICHHUSI, TO TOIBKO €I1e OOJBIIE Pa30KKEITh KOH(IIUKT;
VYnpasnsii cBoelt kubeppenyranuei;

AHOHUMHOCTbH B c€Ti MHMMas1. CyIlIECTBYIOT CITIOCOOBI BHIACHUTh, KTO CTOUT 32 AHOHUMHBIM
AKKayHTOM;

He crout Bectu Xynuranckuii o0pas BUpTyasibHOM kxu3HU. IHTEepHET PuKCHpyeT Bce TBOU
JEUCTBUS U COXpAHSET UX. Y IaluTh UX OyIeT KpailHe 3aTpyJHUTEIbHO;

Benu cebst BeKINBO;

Urnopupyit enuanunbiii Heratus. OTHOPA30BbIe OCKOPOUTEIbHBIE COOOIICHHUS JIYYIIIe
urHopupoBath. OOBIUHO arpeccus MpeKpailaeTcs: Ha HayajabHOUM CTaauu;



/. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOLIEHUSIMHU, B COLTUAIBHBIX CETSIX
€CTh BO3MOKHOCTb OJIOKMPOBKH OTIIPABKH COOOIIEHHI C ONPEIEeIEHHBIX apECOB;

8. Ecau 16l cBUAeTENb KNOEpOyuHra. TBoU NeHCTBUSA: BBICTYIIUTh NPOTUB MIPECIIEI0BATENS,
II0Ka3aTh €MY, YTO €r0 JACHCTBUS OLIEHUBAIOTCS HETaTUBHO, NMOAJEPKATh )KEPTBY, KOTOPOI
HY>KHa IICUXO0JIOTMYECKasi IOMOLIb, COOOIIMUTH B3POCIBIM O (DAKTE arpeCCUBHOTO MOBEACHUS
B CETH.

MobOuiabHbIi TeaedoH

CoBpemeHnHble cMapT(OHBI U ITAHIIETH COAEPIKAT B ceOe BIOJIHE B3POCHbIi (DYHKIIMOHA, U

TENepb OHU MOT'YT KOHKYPUPOBATh CO CTAlMOHAPHBIMU KOMITbIOTEpaMu. OIHAKO, CPEACTB

3aIUTHI 17151 TOJIOOHBIX YCTPOMCTB MOKa OYEHb Majio. TeCTUPOBAHKE U MOUCK YS3BUMOCTEH B

HUX MPOUCXOAUT HE TaK MHTEHCUBHO, Kak Juist [1K, To ke camoe kacaercss U MOOMIIbHBIX

IIPUIIOKEHU .

COBpCMCHHBIC MOOMJIbHBIE 6pay3ep51 YKE IPAKTUYCCKU JOTHAJIMW HACTOJIbHBIC aHAJIOTH,
OJIHAKO paCHINupPCHUC q)yHKHI/IOHaJ'Ia BJIEYET 3a co00i 60J'H::HIYIO CJIOKHOCTb U MCHBIIIYIO
3alIMIIICHHOCTD.

Jlaneko He Bce MPOU3BOJAUTENIH BBIMTYCKAIOT OOHOBIICHHMS, 3aKPBIBAIOIINE KPUTHICCKUE
ySI3BUMOCTH JIJIsl CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI /151 0€30MaCHOCTH MOOMJIBLHOTO TeJiepoHa:

1. Byaw octopoxeH, Be[b KOoTa Tebe npejaraloT 0ecriaTHbIi KOHTEHT, B HEM MOTYT ObITh
CKPBIThI KAKME-TO IUIATHBIE YCIYTH;

2. Iymaii, npexe yeM oTnpaButb SMS, ¢doTo miu Buaeo. Thl TOUHO 3HACIIB, T/I€ OHU OYIYyT B

KOHEYHOM UTOTe?

Heo0xon1Mo 0OHOBIISATH OMEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Hcnonb3yit aHTUBUPYCHBIE MPOTPAMMBI JJIsI MOOMIIBHBIX Telle(pOHOB;

He 3arpy»xail npuioXeHusi OT HEU3BECTHOTO UCTOYHUKA, BEb OHU MOTYT COAEPKATh

BPEJIOHOCHOE MPOTrpaMMHOE 00ECIICYEHHE;

6. Ilocne Toro Kak ThI BBIHCIIBL C caiiTa, I/ie BBOAWI JIUUHYIO HHPOPMAIIUIO, 3al/I1 B

HACTPOWKHU Opay3epa u yaaim cookies;

[lepuoanuecku npoBepsi KaKue IIaTHbIE YCIYTU aKTUBUPOBAHbI HA TBOEM HOMEPE;

8. [aBaii cBOif HOMEp MOOMIBHOTO TeedOHa TOTBKO JIOASM, KOTOPHIX ThI 3HACITH U KOMY
JOBEPSIEIb;

9. Bluetooth momkeH OBITH BBIKIIOUEH, KOTJa ThI KM HE TIOJIB3yeIibes. He 3a0bIiBait mHOT 1A
MIPOBEPSTH ITO.

OUIIMHT WM KPaKa JUYHBIX TaHHBIX

['maBHas uenb pummHr— Buja MIHTEpHET-MOIIIEHHUYECTBA, COCTOUT B MOJTYyUYECHHUU

KOH(DHICHIINATBHBIX JJAHHBIX MOJI30BATENICH — JIOTUHOB | maposieil. Ha aHrmmiickoM si3bIke

phishing untaercs kak pummnr (ot fishing — peiOHast m0BIs, password — mapob).

OcHOBHBIE COBETHI 110 00pb0e ¢ PUIIMHIOM

1. Cnenu 3a cBouM akkayHTOM. Ecnu Tl moJ103peBaciib, 4TO TBOS aHKETa ObLIa B3JIOMaHa, TO
HE00X0MMO 3a0JIOKMPOBATH €€ U COOOIIUTh AIMUHUCTpATOpaM pecypca 00 3TOM Kak
MOKHO CKOpEE;

2. Ucmonp3yii 6e3o0macHbie BeO-CaiiThl, B TOM YHCIIE, MHTEPHET-Mara3uHOB U MMOMCKOBBIX
CUCTEM;
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Ncnonw3yii cnoxHbie ¥ pa3Hble apoid. TakuM 00pa3om, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIUIEHHUKY TIOJIy4aT JOCTYII TOJBKO K OJTHOMY TBOEMY IPO(HITIO B CETH, & HE KO
BCEM;

Ecnu te6s B310Manu, To HE0OOXOIUMO PENYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
n00aBJieHbl Y T€OS B APY3bAX, O TOM, UTO T€Os B3JIOMAJIH U, BOBMOXHO, OT TBOETO UMEHU
OyJeT pacchbulaThCsl CaM M CChUIKU Ha (DUITMHTOBBIE CaNThI;

YcranoBu HazaexHbid napois (PIN) Ha MoOMIIbHBIN TenedoH;

OTkiroun coxpaHeHue naposisi B opaysepe;

He otkpbiBaii (aiinbl U Apyrue BIOKEHHs B TUChbMAaX JIa)ke €CJIM OHU MPUILLIU OT TBOUX
npy3eit. JIydie yTouHU y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (hailiibl.



